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5 August 1977 


MEMORANDUM FOR: Assistant for Information, DDA 


FROM : #H. C. Eisenbeiss 
Director of Central Reference 


SUBJECT : Revision of the NSC Directive Implementing Executive 
Order 11652 


1. This memorandum is the Intelligence Directorate's response to 
the request, laid on at the[———sJmeeting on 29 July, for comments on 
the above subject. 


2. Paragraph IB, Observance of Classification. 


This paragraph of the NSC directive of 17 May 1972 deals specifically 
with transferring the classification of one document to another. It 
reads: 


Whenever information or material classified by an official designated 
under A above is incorporated in another document or other material 
by any person other than the classifier, the previously assigned 
security classification category shall be reflected thereon together 
with the identity of the classifier. 


We recommend that this whole paragraph be dropped, for the reasons 
indicated below. 


First of all, that part of the directive contained in the last seven 
words of the paragraph ("together with the identity of the [original] 
classifier") is not really practicable and in fact is being completely 
or almost completely ignored in government. 


Secondly, it is this paragraph of the NSC directive that is responsible 
for much over-classification. Although classification by paragraph may 
help reduce that unintended effect, it will not eliminate the problem. 
Paragraphs, like documents, more often than not contain material which 
is unclassified or at least of a classification lower than that of the 
paragraphs themselves. The Intelligence Directorate believes that 
better practices in classification would result if the producers of 
documents simply had the full responsibility for classifying the docu- 
ments produced. It goes without saying that such producers must take 
Into account the sensitivity of the materials they are using. 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050006-6 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050006-6 


SUBJECT: Revision of the NSC Directive Implementing Executive Order 11652 


3. Paragraph IIE, Notification of Expedited Downgrading or 
Declassification. 


The requirements of this paragraph continue to be largely ignored in CIA 
as well as elsewhere in government. We believe that the provisions of 
the paragraph should be modified to make them more practicable, and that 
they should then be enforced. We recommend that the second sentence and 
the last twelve words of the first sentence of the paragraph be deleted 
and replaced by the following: 


all agencies and departments known’ or considered likely to be 
holders of the information or material in question. 


The importance of a "notification" provision should not be minimized or 
overlooked. Unless there is some such provision, made obligatory, users 
of classified files and libraries in government will not be able to know 
the actual classification status of documents and materials they are 
consulting. 


ge 4. Paragraph ITIG, Classification Review Requests. 


We have no specific changes to recommend with regard to this paragraph, 
but suggest that consideration be given in the Department of Justice or 
in the Office of General Counsel to bringing the language and provisions 

ILLEGIB here more into line with those of the Freedom of Information Act and 
court decisions thereon. 


5. Paragraph IVC, Paragraph Marking. 


We believe that the language of this paragraph should be amended to make 
it clear that dissemination controls and codewords are to be part of the 
paragraph markings. 


6. Paragraph VII, Data Index System. 


We recommend that this entire paragraph be dropped. Indexes are expensive 
to build and maintain and the purpose of this particular provision is 
not fully clear. If the entire paragraph cannot be dropped, then we 
recommend that at least the requirement for including items (a), "Identity 
of classifier," and (c), "Addressees," be eliminated. The “identity of 
classifier" can in each case be obtained from the document in question, 
and the storing of "addressees" is not only expensive in terms of computer 
Storage space but also somewhat meaningless in these days when copying 
equipment is available almost everywhere. 
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REVIEW OF NSC "MPLEMENTING DIRECT: VE OF MAY 1972 
(APPLICABTLITY TO THE NEV EO, REPLACI?G F.90. 11652) 


The following comments are directed at problem areas in the May 1972 Directive 
and oi fered in the context of correcting, omitting or clarif ing aspects of 
the old order and which may =e relevart in re-writing the implemehting 


instructions for the new 5.0. 


I, Authority to Classify 


A. Pe rsonal and Non-delegable. okay 
Be Observance of Classification. Clarif ecatier as to which 
an aa" classifer, the orig'nal or the current one, would be heipfnl 
although not absoiutely necessary. 
GC. Identification of Claseifier, okay 
D. Record Requirement, okay. 
Are vA E. Resolution of Doubts. T woul’ orefer a statement here 
to the effect that the Classification msi be justifiable. 
II Doimgrading and Declassification 
A. General Declassificaticn Schedule and Beemptions. Believe th’s sbetton 
will be unneces-ary tinder the new B.0. an? wild be better separated 
a into parts dealing with Docunects/aeveras under the six yr. maxim 
and a separate artgrach on ememptions. To recogniti.n ts g ven in 
this section to the uniqueness of intelligence reports and the need 
to protect Sources an? Methods (S@M) for an extended period of time. 
cer B. Extracts and Complilat: ons. I find the se tence difficult to read ~ 
clearer 
certainly bet er languare. conl? be used to make the same roint. 
a C. Material “ot Officially Eransferred. The exnelusion is reache? that 
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that a compromise can ve achieved ...but what if here is disagree 
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ment -— to whom will the problem be referred? Can the ection be taker by the 
Depastment doing the notifyirg if there is disagreement. Lsnguage should be 
clarified to point out final eortroling authority. 

Dd. Declassification of Material 30 Years Old. Assume, of courbe, that 
20 will be substituted for 30. About half-way cow in item 2,..the “head of 
aa aythe Dept." should be able to ‘elegate some of this responsibility. "he 
| Sf 315 should if not have to be signed by only the Dept. Head, With’ the large 
bulk of intel records which exist, the DOT coulé s peND anf exessive’ amount of 
time just certifying these lists, 

E. Notifitation of Expeditec Downerad ng or Declassification. Mach depends 
on the new E.0. and just what and how mich reportirg the new E.0. will require. 
Tris para is fine as long as he. wiede "to the extent possible" renala and are 
accepted. Care should be taken to avoid a ccmmitment to advisirg all 


addressees of the type of a ction taken, This would almost require an entirely 


new system just to control and distribute co reeti:n and update notires, 
III. Review of Classified Mterial for Declassificaticn Purposes. 
A. Gystematic Reviews, Sentence is wordy but actual ‘interpret«tion 


love pores i 
provides for not reviewing records exempt from declagsification as spelled 


ie out in Section 5 of the E.0. 11652. T hope the lang:ste in the new niestiive 
will be clearer, 

B. Review for Declass. of Classified Mteriajover 10 years old. 2x T'm 
sorry to see this one go ... if this portion is placed under FOIA ve. simply 
move up the -ressure and open aspeals to possible court action, This wes a nice 
«  geetion - it did provide for a mandatory review but provided a better time frame 
art for the response. Whole section will have to be reefiritten to sonkoua with 

whatever may be said in the new E.0. : 
fe) C. Rppoveenter Howusé terveleuiea’: tan-Rerisnebttarmbonso0050d0ble the 

TCRC still exist under the nev E,0.? Tmolementing instructions will' heave to 
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cover the appeal funetion. Certainly the more we can keep ont of the ccurts 
the better. Sooner, rather than leter, we are ie come us against a number 
Peace rer ranas sy of judges who are not at all supportive of this Agency. 

D. Review of Classified Material Over 30 Years old. Read 20 .... in the 
5th line from the bottom, the Dépt, Head should be able to delegate. 

E. Burden of Proof for Administrative Determinstions. would assume that 
the language used by the Attorney Generel might be needed in this section - words 
to the efféct that release of the inpormation would be demonstrably harmful 
to the National Security..ece 

F, Availability of Declassifted Material, . Okay. Might even consider 
additg that onee inform tion is declassified it should be @urned over to NARS 
as soon as possible, 


ake 


G Classif' cation R,view Requests. okay. 


Tv. ‘“arking Requirements. 

A. When Document or Other Material is Prepared, Will require re-writing 
to conform with intent and letter of the new E,O. New markiregs will te needed, 

B. Saad and Page Marking of Documents, I think this section is too weak 
as written. ~ “Markings Bhould be required on every page and particularly when 
document is not permanently bound. Mavbiviga: ret ety fee ee a re 
afte do fe ix 4 dee AE Sah en f° wer rea fe Pena Or baer, ot? ; 

0. Paragraph Marking. Ke-wrie t6 carry cut full intent of the new 


BO. 
D. Material Other Than Documergs. Okay 

§. Trecsmittal Documents, (kay 

F. wholty Unclassified Material Not Us» ally Marked. Okay. 

B Downgrading, Declesification and Upgrad ng “arkings. kay. 


He Additional Warning Notices. ales fres? 28 he hg yori 
(1) Okay 
(2) Okay 
(3) tkay 
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with non-nat'l securivy type inform tion w ich requires protect on. It wold 
be most useful if the E,0. does spell cut that S&M is a Nat'h Security matter 


and therefore ean be classified, 


‘\-" We Protection and Trx:>smission of Glassified Information 
A. General, Okay. 


B. Less or Possible Com promise. Okay. 


VI. Access and Accountability. 
ee A. General nee Requirements. Whole sect’on will reyuire re-writing to 
conform with the language an] intent used in the new E.0, 
(1) his _ section should be re-written to corform w' th the 
re=write of E,0O. 10450 now in process, 
(2) Okay 


(3) Okay 


a 


ee B. Access by Histcrical Researches. ‘his section will have to be re-written 

to conform with the language used in the new, E.0, T note here an ommission 
which whould be addressed. that is, there is no mertion made of how the 
historians of each Agency will be required to act. On second th -ught, though, 
this “s a matter for esch Agency to decide upon and an E.0. is rather imvractical 
and unnecessary. Del&e my comment, | 

(3) I find this whole concept very weak -..mutxidexhistorians cutside 
the Egecutive Branch are granted access if they are engaged i H'storical Research 
Projects. 1 think this opens pandcra's box .., wordirg should be explicit and 


historiars should not be accorded a status mre equal than other ™.S, Citizens, 


The words "agree to_safeguard" is certainly a loose econstruction in this sect’ on... 


: should be tightened considerably. 
Approved For Release 2006/04/19 : CIA- RDP86- 00674R000300050006-6 


y (4) okay 


pay 
an 
“A 


oat Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050006-6 


-5— 


C. Access by Former Pres’dential Appo'ntees, A sorry state which 
provides unequal treatment and preferential status based on political 
considerations. We avon try to tighten th: language @s much as possible 
to conform with whatever appears in the E.0. .Congress bas been long remiss 
is exdepting papers and documents - work concsivedand Screed. ise timete 
member of the Ea C. body would rat onally - cor.sidered Gov't. Property ...but 
this is simply a n extension of the situation where some are more equal than 
others. (I'll get off my soapbox nov.) 

D. Consent of Originating Dept. to Dissem by Recipient. Iwoulrf like tc 
see a point made - maybe in this section — to the effet that no unclassified 
summaryes or index cards xkrkek can be made from the original document: wicke = and 
which reveal or disclose the classified Soe Gt tke original documnt. (~'m 
referring to the State 123 Tndex cards.) 

E. Dissemination of Sensitive "ntelligefioe Tnformation. Okay. 

F. Hestraint on Spee’al Access Requirements. okay. 

G. Accountability Procedures. The intent is this section is clear - T 
kerp wondering what language we use tc justify the manner in which we handle 
T/S cables? 

VII Data Inv’ex Gstem 

No comments needed if in fact this sec’ion is Aropped = and [ do 
hope the concept is fopectieal: 
VIII Combat Operations 


No comment 


_-~¥%,. Interagency Classification Review Commi‘ tee 


A thru D Will require some re-writi-g to sone sonewian the langnege in 
the new BpproveddromBelease 200 6/04/4 9,..CtAdRORSG-Q0G-EGROOERONOSORPEIG ce of 


whatever type will function under the rew E.0O. T prefer to rass on this «ne. 
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X. Departmental ‘mplementation and Enforeement,. 


A. Action Programs. Okay. 


B. Departmental Committee, Seems to be Okay - one t ing, more people in 
is involved 
an Arency should know who/ard where sheh a commi’ tee is located. 


C. Regulations and Reports. language used in the implementirg instrictic:s 
reperting . 
will need to conform with the stated/requirements in the new E.0. Section (3) 


should be oye tied (refers to the Data index system), 
ard comply 
D. Administrative Enforcement. Language to co form/with the rew EO, 


APPENDIX A. Okay. 


* APPENDIX B. Okay. 
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